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ABSTRACT

Purpose- With the rapid advancement of information and communication technologies, businesses are facing growing security risks. The
prevalence, intensity, and complexity of cyber attacks worsen these vulnerabilities, leading to a rising focus on cybersecurity. Enterprises
exposed to such cyberattacks might not only face considerable financial losses but also experience data breaches, operational interruptions,
harm to their reputation, regulatory penalties, legal expenses, reduced competitive standing, and increased insurance premiums. In this
concept study discusses the importance of human factors in cybersecurity management. While organizations spend billions on information
technology systems and software to detect and prevent cyber threats, individuals play a critical role in managing these risks.

Methodology- Through a review of literature and statistical data, study examines the factors contributing to cybersecurity breaches, the
allocation of resources to address them, and proposes potential solutions.

Findings- In the workplace, most research on cybersecurity focuses on employees as the most important source of vulnerability. In the
literature review, it is understood that an employee’s carelessness and lack of awareness pose the greatest risk to cybersecurity. However,
businesses often fail to show sufficient attention to human behavior in their efforts to keep organizational data secure and to plan security
strategies. It is important to note that effective cybersecurity management requires not only technical controls but also the management of
human factors. Meanwhile, security expenditures in enterprises are often disproportionately allocated to technology investments, with 97%
being spent on technology investments, despite the fact that over 85% of breaches are attributable to human factors.

Conclusion- In the literature review, it is understood that cybersecurity management is not only related to technical controls, but also the
management of human factors is of critical importance. The management of individuals is also an essential cybersecurity responsibility. It is
important to adopt a holistic approach to cybersecurity management includes both technical and human perspectives. Cybersecurity
awareness has significant benefits for businesses to effectively manage cybersecurity which can be achieved by developing appropriate
training programs and foster a cybersecurity culture.

Keywords: Cybersecurity, cybersecurity management, cybersecurity awareness, technology investments, human factor
JEL Codes: M12, M15, L86

1. INTRODUCTION

With the rapid development of information and communication technologies, the security risks faced by enterprises are
increasing. The frequency, severity, and sophistication of cyber attacks make businesses even more vulnerable, and the
interest in cybersecurity is growing every day. Cybersecurity vulnerabilities have become immediate threats to government
agencies and businesses, leading to public and private organizations investing billions of dollars in information technology
systems and software to detect these threats.

Research indicates that executives and cybersecurity professionals heavily rely on technology to prevent cybersecurity
incidents. While new technologies may have unintended consequences, executives continue to view technology as the key
to improving security defenses. However, managing complex cybersecurity operations with increasing human factor
challenges exceeds the expertise of most information security professionals. Nevertheless, managers seem hesitant to seek
the assistance of human resources specialists and behavioral scientists to implement effective strategies and objectives to
reduce human error in information security (Nobles, 2018). The management of individuals is also an essential cybersecurity
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responsibility. Considering human factors in cybersecurity leadership is one of the factors that can affect the success of an
organization and aims to reduce errors by focusing on human behavior (Pollini et al., 2021).

The question of whether the critical success factors of cybersecurity are limited to technical factors or if the human factor is
also significant remains a subject of debate. To clarify this debate, the study examines cybersecurity management from both
technical and human perspectives. Study contributes to the existing literature by providing a comprehensive analysis of the
role of both technical and human factors in managing cybersecurity. By examining the ongoing debate and synthesizing
research findings, it offers a valuable overview of the current understanding of cybersecurity success factors. Furthermore,
by identifying common causes of cybersecurity breaches and suggesting potential solutions, provides practical guidance for
businesses to improve their cybersecurity practices.

2. CYBERSECURITY

Cybersecurity is an important concept that emerged with the widespread use of computers, information technologies and
the internet. The first computers were very large devices in a large room and were used by only a few people. However, with
the development of technology, computers have become smaller and cheaper and are used in homes, businesses and even
cell phones. These developments resulted in the greater prevalence of computers and the Internet. However, with these
developments, cyber threats such as cyber crimes and cyber attacks have also started to increase. The concept of
cybersecurity also emerged to combat these threats (Jones, 2015).

The concept of cybersecurity refers to the measures taken to ensure the security of computer systems, networks, software
and other digital environments. The concept of cybersecurity is used to combat threats such as cyber crimes, cyber attacks,
cyber terrorism and cyber espionage (Johnson, 2019).

Cybersecurity threats are increasing day by day and many large companies are exposed to cyber attacks. Some major
cybersecurity breaches in recent years include:

e In 2013, the retail store chain Target suffered a cyberattack in which the personal information of 110 million customers
was stolen (Goldman, 2017).

e Asaresult of the cyber attack in 2013, the information of 3 billion users was stolen (Hill, 2017).

e In2017, credit reporting company Equifax suffered a cyberattack in which the personal information of 143 million people
was stolen (Brown, 2017).

Due to this cost, loss of customers and reputation, cybersecurity has become an existential issue for businesses today.
Cybersecurity threats continue to increase, and both large companies and small and medium-sized companies are affected
by these threats. There are different types of attacks that threaten businesses. The types and characteristics of cyber attacks
are:

1. Phishing attacks: In this type of attack, attackers try to capture users' personal information or identities by using tools such
as fake websites or e-mails (Smith, 2021).

2. Data Breaches: In such attacks, attackers attempt to steal or disclose sensitive data by gaining unauthorized access to target
systems (Baker, 2020).

3. DDoS attacks: In such attacks, attackers try to crash or render systems unusable by sending excessive traffic to target
systems (Gupta, 2019).

4. Malware attacks: In such attacks, attackers try to control the system or steal data by infecting target systems with malware
(Kumar, 2018).

In order to be protected from these attacks, companies need to take precautions about cybersecurity and ensure their
security. In order to achieve this, businesses should focus on the causes of cybersecurity breaches and analyze and monitor
how these breaches are distributed in percentage terms of technical and human factors. Some of these reasons for violations
are:

e  Weak or guessable passwords can allow attackers to easily access target systems (Patel, 2020).
e  Out-of-date systems allow attackers to infiltrate systems and carry out their attacks (Kim, 2021).

e The fact that companies do not have enough security personnel, insufficient training of unconscious personnel,
deliberate or unintentional personnel negligence and mistakes cause cybersecurity vulnerabilities (Ramakrishnan, 2019).
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When these reasons are examined, it is important for businesses to pay attention to personal information security in order
to be cautious against cyber attacks. In this context, the evaluation of cybersecurity together with the human factor comes
to the fore.

3. CYBERSECURITY AND THE HUMAN FACTOR

Human knowledge, beliefs, values, behaviors, and expectations are critical to all aspects of businesses (Carpenter & Roer,
2022, p.21):

e  People make decisions about which technologies to purchase.

e  People review, adjust, design and develop business technologies.

e  People prioritize, make visible and assess risks.

e  People are responsible for operating and maintaining security technologies.

e  People determine how to respond to suspicious activity.

e  People consciously and unconsciously decide how they will interact with systems, networks and information.
. Every individual who is hired, contracted, interacted with, or sold to is a human being.

e  Everything that is designed, sold, or developed by businesses ultimately serves people.

This illustrates that people's decisions, behaviors, and expectations have a significant impact on all assets and resources
within businesses. However, research shows that business managers tend to focus their investments on technical
infrastructure and expenditures, neglecting the human element. For instance, Carpenter and Roer's (2022) study found that
less than 3% of security expenditures in enterprises are allocated to the human factor, while 97% is spent on technology
investments, despite over 85% of breaches being attributable to human factors. Other studies supporting this have shown
that humans are the weakest link in transmitting secure data, and certain unintentional behaviors stemming from employee
ignorance (Triplett, 2022). Therefore, the fact that most security vulnerabilities are caused by human factors demonstrates
that cybersecurity management is not solely a technological issue (Corradini, 2020). People's carelessness and lack of
awareness pose the greatest risk to the security of digital tools (Metalidou et al., 2014). Thus, senior managers must prioritize
human factors in their cybersecurity policies. Cybersecurity efforts should not solely focus on information technology
systems, but also consider how people use information systems and the actions that lead to vulnerabilities.

Cybersecurity can be considered as a common combination of technology and human factors. Although technical controls
have an important role in combating cyber attacks, the human factor is also a critical factor influencing cybersecurity success.
Humans must also play a critical role in managing cybersecurity, as technical controls have limits in ensuring security.
Therefore, it is important to adopt a holistic approach to cybersecurity management (KPMG Turkey, 2019; Solove, 2013).

4. CYBERSECURITY MANAGEMENT

Cybersecurity management is defined as directing cybersecurity activities in the most general sense. This management should
have the capacity to direct the needs of a society or organization that carries out the technical, managerial, corporate and
governance activities of cybersecurity (Kuusisto & Kuusisto, 2013).

Employees are frequently addressed as the most important source of vulnerability in the workplace (Ani, He & Tiwari, 2019).
However, according to Klimoski (2016), cybersecurity problems belong not only to careless employees, but also to
cybersecurity senior management who are inadequate in guiding individual performance in the digital environment.
Therefore, cybersecurity management includes setting goals based on the protection of the digital business system,
coordinating action plans, and managing comprehensive disruptions (Lehto & Limnell, 2020).

The scope of cybersecurity management in businesses can be summarized as follows:

e It includes the assessment of the cybersecurity risks of businesses, the development and implementation of
cybersecurity strategies. However, cybersecurity management is not only about technological solutions, but also the
management of human factors is important. Therefore, businesses should adopt a holistic approach to cybersecurity
management. It should include elements such as developing and implementing cybersecurity strategies, preparing and
implementing business continuity plans, preparing and testing cyber incident response plans, developing and
implementing cybersecurity policies, implementing cybersecurity training and awareness programs, and developing a
culture of internal communication and collaboration (CISA, 2021; Haynes & Klass, 2019; NIST, 2018).
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e Itincludes the development and implementation of businesses' cybersecurity policies. Cybersecurity policies determine
the cybersecurity goals and rules of businesses. These policies create the information security culture of enterprises and
ensure that employees are trained and informed about cybersecurity issues. Cybersecurity policies enable businesses to
determine their cybersecurity strategies and manage cybersecurity risks (Antonakakis et al., 2017; Williams, 2019; ISACA,
2019).

e It involves businesses preparing and testing cyber incident response plans. Cyber incident response plans define the
processes of detection, analysis, prevention, response and remediation of cyber attacks. Businesses should form
emergency teams and train these teams regularly to prepare response plans for cyber incidents. In addition, businesses
are required to regularly test and update their cyber incident response plans (NIST, 2018; Ackerman & Volkman, 2019;
SANS Institute, 2021).

e [tinvolves businesses constantly monitoring and assessing their cybersecurity risks. Businesses must continually monitor
and evaluate cybersecurity risks and stay up-to-date on new threats and defense mechanisms related to those risks. In
addition, businesses are required to regularly report and assess their cybersecurity risks. This helps businesses
continually improve their cybersecurity management (Solms & Solms, 2016; Khan & Khan, 2017).

As a summary, the scope of cybersecurity management in businesses encompasses various aspects. It involves assessing and
managing cybersecurity risks, implementing strategies, and considering human factors. To ensure effective cybersecurity
management, businesses should take a holistic approach, which includes developing and implementing strategies, continuity
plans, and incident response plans. It also entails establishing cybersecurity policies, conducting training programs, fostering
internal communication, and collaboration. Additionally, businesses need to regularly monitor, assess, and report on their
cybersecurity risks to improve their overall security posture.

5. CYBERSECURITY AWARENESS IN BUSINESSES

Cybersecurity awareness enables employees to be informed about cybersecurity threats and develop their skills to deal with
these threats. Cybersecurity awareness includes employees' understanding of cybersecurity concepts, threats, risks, attacks,
protection methods and reporting procedures (Usta & Kurtuldu, 2020; Oktavianto & Prabowo, 2018).

Increasing cybersecurity awareness has significant benefits for businesses to effectively manage cybersecurity. These benefits
can be listed as follows:

e Business employees to be better prepared against cyber attacks. As cybersecurity awareness increases, so does the
ability of employees to detect and report cyber attacks. Therefore, raising cybersecurity awareness of businesses is an
important step in cybersecurity management (Lambrinoudakis et al., 2020; Gonzalez, 2018).

e It ensures the effective implementation of cybersecurity policies of enterprises. Cybersecurity policies of businesses
include training and informing employees about cybersecurity. For this reason, employees' cybersecurity awareness
should be increased in order to effectively implement cybersecurity policies of enterprises. Thus, businesses can
implement cybersecurity policies more effectively (NIST, 2018; Solms & Solms, 2016).

e It reduces the cybersecurity risks of businesses. Employees' cybersecurity awareness helps businesses reduce their
cybersecurity risks. While the carelessness or misbehavior of the employees increase the cybersecurity risks of the
enterprises, conscious employees act in accordance with the cybersecurity policies of the enterprises to ensure
cybersecurity. Therefore, it helps businesses to increase their employees' cybersecurity awareness and reduce
cybersecurity risks (SANS Institute, 2021; KPMG Turkey, 2019).

e |t allows businesses to trust their employees about cybersecurity. When employees are conscious about the
cybersecurity of their businesses, they feel more confident about cybersecurity. For this reason, businesses increase
employees' cybersecurity awareness, enable employees to spend more effort to ensure cybersecurity and learn more
about the cybersecurity of their businesses (Blyth & Kovacich, 2013).

e  Protects the reputation of businesses. When businesses are exposed to cyber attacks, they can lose the trust of their
customers and business partners. For this reason, businesses increase cybersecurity awareness, enable them to be
better prepared against cyber attacks and be less affected by attacks. In addition, raising cybersecurity awareness of
businesses creates a reliable impression for customers and business partners about the cybersecurity of the business
(Haynes & Klass, 2019).

As a summary, increasing cybersecurity awareness brings significant benefits to businesses. It helps employees detect and
report cyber attacks, ensures the effective implementation of cybersecurity policies, reduces cybersecurity risks, fosters trust
among employees, and protects the business's reputation.
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5.1. CYBERSECURITY AWARENESS TRAINING PROGRAMS

Businesses need to train their employees on cybersecurity, as many cyber attacks occur due to employee carelessness or
ignorance. Increasing cybersecurity awareness depends on businesses developing appropriate cybersecurity awareness
training programs. Businesses' cybersecurity training programs are designed to make employees aware of cybersecurity.
These programs enable employees to understand cybersecurity concepts, threats, risks, attacks, protection methods, and
reporting procedures. In addition, training programs should be regularly renewed and updated by businesses. These
programs enable employees to consciously prevent current cybersecurity threats and to be informed about methods of
protection against attacks (ISACA, 2019).

5.2. A CULTURAL PERSPECTIVE ON CYBERSECURITY AWARENESS

Cybersecurity management aims to detect and prevent cyber attacks by adopting the strengthening of information security
awareness of employees through training. However, in order to achieve this goal, it is not enough for the employees to be
educated, at the same time, safe behaviors of the employees should be encouraged and spread throughout the organization.
This occurs when businesses adopt a safety culture (Hashizume et al., 2013).

Adopting a security culture in businesses, increasing the awareness of employees on cybersecurity, providing training and
information on cybersecurity, determining and implementing cybersecurity policies, constantly monitoring and evaluating
the cybersecurity of information systems, preparing and implementing business continuity plans and response plans to cyber
incidents, cybersecurity It is possible to integrate activities such as cooperating with all stakeholders on the issue and
constantly monitoring cybersecurity risks into the organizational culture with the participation of all employees, especially
the management (Khan & Khan, 2017; NIST, 2018).

6. CONCLUSION

Cybersecurity is a critical aspect of both societal and corporate security, and it plays an essential role in achieving an
organization's strategic goals in an increasingly digital society. Cybersecurity management involves enabling businesses to
operate on reliable and secure information networks, with the primary goal of ensuring the involvement of all stakeholders
in establishing a robust cybersecurity system (Lehto & Limnell, 2016).

In the literature review, it is understood that cybersecurity management is not only related to technical controls, but also the
management of human factors is of critical importance. In addition to ensuring the security of technical control systems,
people must also play a critical role in cybersecurity management. Therefore, it is recommended to adopt a holistic approach
to cybersecurity management (CISA, 2021; NIST, 2018; Haynes & Klass, 2019).

To ensure cybersecurity, it is imperative for businesses to increase their cybersecurity awareness. Cybersecurity awareness
empowers employees to stay informed about potential cyber threats and develop their skills to deal with such risks. This, in
turn, enhances their ability to detect and report cyber attacks. To increase the cybersecurity awareness of businesses, it is
essential to develop appropriate training programs and foster a cybersecurity culture.

Therefore, cybersecurity management goes beyond technology and is closely intertwined with the management of
individuals, organizational behavior, continuous learning, organizational culture, and change. It is not only about how people
perceive cybersecurity but also about their priorities and actions, influenced by their beliefs, values, and attitudes, from the
board of directors to every corner of the organization.
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